For more information, please visit
www.airport.lk

We are looking for highly motivated individuals with right attitudes to fill
the following vacancy at Airport & Aviation Services
(Sri Lanka) (Private) Limited

POST OF INFORMATION SECURITY ENGINEER

1 Job Scope e Responsible for developing, implementing, and
maintaining the organization’s information security
strategy to protect digital assets, ensure data
integrity, and mitigate security risks. This role
involves coordinating efforts across departments,
establishing security policies, and ensuring
compliance with relevant regulations.

2 Key Responsibilities e Develop, implement, and maintain comprehensive
information security policies and procedures.

e Conduct risk assessments and vulnerability
analyses to identify potential security breaches.

®* Monitor and respond to security incidents and
alerts in a timely manner.

e Ensure compliance with industry standards and
regulations (e.g., ISO 27001, GDPR, HIPAA).

o ENnsure compliance with relevant regulations such
as TSA requirements, ICAO standards, GDPR, and
other aviation security guidelines.

e Coordinate with airport authorities, airlines, and
security agencies to align security protocols.

e Implement safeguards for Passenger Service
Systems and other critical infrastructure.

e Educate employees and management on security
best practices and awareness.

e Oversee the management of security tools such as
firewalls, intrusion detection/prevention systems,
and encryption software.

e Lead and coordinate security audits and
assessments.

e Stay updated on emerging security threats,
vulnerabilities, and mitigation techniques.




e Collaborate with IT and other departments to
ensure security measures are integrated into
systems and processes.

3 Qualifications : a. Bachelor's degree in Information Technology,
Cyber Security, or related field.
AND

b. One-year post qualifying experience in information
Security or a related role in similar capacity.
AND
c. Strong knowledge of security frameworks,
standards, and legal/regulatory requirements

* Preference will be given to the candidates who
possess the relevant certifications such as CISSP,
CISM, CEH etc.

4q Age : Should be below 35 years on the closing date of
applications.
5 Salary Scale : The remuneration package offered will be

attractive. In addition the selectees will receive
attractive fringe benefits.

6 Method of Selection : By an Interview

General

The selected candidates will have to perform duties at any location of the company in any part of
the Island as and when necessary.

If you are interested and possess the relevant qualifications and experience please send in your
resume prepared according to the specimen application given in our Website
(http://www.airport.lk>Corporate>Careers) with copies of the relevant certificates to be
reached to the address “Chairman, Airport & Aviation Services (Sri Lanka) (Private)
Limited, Bandaranaike International Airport, Katunayake” on or before October 27, 2025

only by Registered Post or Courier Service. Please indicate the post applied for on the Top
Left Hand Corner of the Envelope.

The applications without copies of the relevant certificates or forwarded in other modes
or not in accordance with the specimen given on our website and applications received
this office after the closing date of the application will be rejected.

Please note that only qualified candidates will be notified at all stages of the selection
process.
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