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g/ CENTRAL BANK OF SRI LANKA

POST OF CHIEF INFORMATION SECURITY OFFICER (ON CONTRACT)

( 1.0 The Job/Responsibilities:

—/

= Develop, document and implement Information Security strategy, Governance Framework to provide security for all systems,
networks and data, supporting Bank’s operations.

= Develop, implement and maintain Information Security policies, procedures, and control techniques that align with Bank's
Information Security strategy and global standards.

= Ensure legal and regulatory compliance and adherence to security best practices and guidelines.

= Serve as the point of contact for the information security function of the Bank and provide leadership for information security
related projects.

= Communicate information security goals and new programmes effectively with other departments/stakeholders.

= Management reporting on the effectiveness of the Bank'’s information security programme, including progress of remedial
actions.

= Ensure that all CBSL personnel receive appropriate level of information security awareness.

= Build an information security team and ensure continuous monitoring and the management of the information security incident
response function.

2.0 Required Minimum Qualifications & Experience:

2.1 Educational /Professional Qualifications

= A Bachelor’s Degree (minimum of three (03) years) specialized in Computer Science / Information Technology obtained from a
local or foreign university, recognized by the University Grants Commission of Sri Lanka or accredited by the Institute of Electrical
and Electronic Engineers (IEEE)

AND

= A Master's Degree in Information Security or Computer Science / Information Technology obtained from a local or foreign
university, recognized by the University Grants Commission of Sri Lanka or accredited by the Institute of Electrical and Electronic
Engineers (IEEE)

AND
= Any of the following formal certifications in Information Security
(ISC)? Certified Information Systems Security Professional (CISSP)
ISACA Certified Information Security Manager (CISM)
ISACA Certified Information Systems Auditor (CISA)
ISACA Certified in Risk and Information Systems Control (CRISC)
GIAC Information Security Professional (GISP)

2.2 Experience:

Minimum 10 years of experience in the field of Information Security/Information Technology including 05 years of experience in a
managerial position in information security

2.3 Preferred Skills

= Experience and knowledge in Security and Governance frameworks and standards (E.g., ISO 27001, NIST, COBIT)

= Excellent written and verbal communication skills with the ability to communicate security concepts to any audience

= Understanding of the functions and operations of the CBSL

= Ability to analyze, develop, and present strategies to the top management

= Sound understanding on the relevant local and international legal framework applicable to Information Security field and CBSL
(E.g., Personal Data Protection Act, Computer crimes Act, Electronic Transactions Act etc.)

= Planning and strategic management skills

= Ability to stay calm in stressful situations

= Strong interpersonal skills

Applicants are strictly advised to submit copies of the certificates relevant to the educational/professional
qualifications & work experience. Any application without the copies of the above documents will be rejected
without any notice at any stage of the recruitment process.

( 3.0 Age:
50 years or below as at 23.08.2023

—

)

4.0 Employment:

—

On contract for three (03) years

5.0 Remuneration and Other Benefits:

N
—/

An attractive remuneration package (negotiable) commensurate with market rates including contributions to Employees’ Provident
Fund & Employees’ Trust Fund.

Selection Procedure

Suitable candidate will be selected based on one or more interviews

Applications

Application forms could be downloaded from the official website of the Central Bank of Sri Lanka https://www.cbsl.gov.lk/en/careers

Applicants are strictly advised to adhere to the prescribed application format and send the duly completed applications with all the
required documents to the following address to reach the Director/Human Resources by registered post on or before 23.08.2023.

It is required to indicate “Application for the Post of Chief Information Security Officer (On Contract)” on the top left hand corner of
the envelope.

Those who do not possess the required qualifications and experience as at the closing date will not be eligible to apply for this post.
Any application not meeting the required qualifications, received after the deadline or not in the prescribed format, will be rejected
without any notice.

Candidates who fail to provide originals of relevant documents at the interview will not be appointed under any reason for this post.

Any form of canvassing will be a disqualification.

CBSL reserves the right to postpone or cancel the recruitment. Only shortlisted candidates will be contacted for the next step of the
recruitment process.

Director — Human Resources

Central Bank of Sri Lanka, No. 30, Janadhipathi Mawatha, Colombo 01.
Telephone : 011-2477330 Fax: 011-2477715




